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Decision/action requested

This contribution proposes a proposal for the key issue of TR 33.814.
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Rationale





In TR 23.731[1], Key issue 1 is proposed to address enhanced architecture to provide location service with low latency and high performance. The assistance data is utilized for improved positioning accuracy. In case of GNSS, the server (LMF in 5GS) estimates the regional error contributions such as clock biases, orbit errors and atmospheric delays, and provides the estimated error parameters as assistance data to the device (UE or RAN). This proposal aims to add a new KI for encryption and integrity protection of the assistance data for the enhanced location service into TR 33.814[2]. We kindly propose SA3 to agree the following pCR.
4
Detailed proposal

*************** Start of Change ****************
5
Key issues
5.X
Key Issue #X: Encryption and integrity protection of assistance data
5.X.1
Key issue details

Within the 5GS LCS system, the assistance data is provided for reference to calculate location data. With the assistance data, the location accuracy is improved with high positioning performance. Afterwards, the location data is calculated and provided to the location service consumer. For each positioning method, the assistance data is different. Within the 5GS LCS system, the assistance data is distributed from the 5GS Positioning Assistance Data Source Function (LMF or RAN) to Positioning Calculation Functions (UE, RAN or LMF) for positioning calculation purpose [4].
In the scenarios of positioning computation in UE or RAN, the assistance data is transferred from LMF to UE or to RAN. For indoor positioning such as WLAN positioning method, the assistance data includes BSSID, SSID, AP Type data. For outdoor positioning such as GNSS, the server (LMF in 5GS) estimates the regional error contributions such as clock biases, orbit errors and atmospheric delays, and provides the estimated error parameters as assistance data to the UE or the RAN). 

In the scenarios of positioning computation in LMF, LMF Obtains non-UE associated assistance data from the NG RAN, which includes the location of basestation, clock biases, and so on.
The assistance data is a set of reference parameters for positioning, which needs encryption and integrity protection between the 5GS Positioning Assistance Data Source Function and Positioning Calculation Functions.
5.X.2
Security threats 

It is expected that location service exposure is supported by 5G system. The Man-In-The-Middle attack may secretly relay and possibly alter the communication between between the 5GS Positioning Assistance Data Source Function and Positioning Calculation Functions.
If the assistance data is not integrity protected, the data could be modified or tampered with by attackers. What’s more, in the positioning methods, the assistance data may reflect the location of UE. If the assistance data is not encrypted, the data could be eavesdropped by attakers. UE may be tracked as a result. If the assistance data is maliciously or fraudulently repeated or delayed, the data may influence the accuracy of the positioning. As a result, the fake location data may be calculated and provided to location client eventually.
5.X.3
Potential Security requirements

-
Location assistance data provided in the 5GS shall be confidentiality-, integrity-, and replay-protected. 

*************** End of Change ****************
